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CMS Guidance on Change Healthcare Cyberattack

e On March 5, 2024, the Department of Health and Human Services (HHS) issued a
statement about a cybersecurity incident in late February impacting Change
Healthcare — a unit of UnitedHealth Group (UHG). The statement noted the
following:

o Medicare providers needing to change clearinghouses for claims
processing during the outage should contact their Medicare Administrative
Contractor (MAC) to request a new electronic data interchange enrollment
for the switch.

o The Centers for Medicare & Medicaid Services (CMS) would be issuing
guidance to Medicare Advantage (MA) organizations and Part D sponsors
encouraging them to remove or relax prior authorization (PA), other
utilization management (UM), and timely filing requirements during these
system outages. CMS encouraged MA plans to offer advance funding to
affected providers. CMS also encouraged Medicaid and CHIP managed
care plans to use these flexibilities to the extent permitted by the State.

o Medicare providers having trouble filing claims or other submissions
should contact their MAC. CMS has contacted all the MACs to ensure they
are prepared to accept paper claims from providers who need to file
them.

e On March 6, 2024, CMS issued a memo encouraging MA and Part D plans to
relax or remove PA requirements in response to the Change Healthcare
cyberattack and reminding MA organizations and Part D sponsors that they are
required to develop business continuity plans to ensure restoration of business
operations.

e On March 7, 2024, UHG issued an update on the cybersecurity incident. The
update noted the following:

o Electronic prescribing is again fully functional with claim submission and


https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fd2gtlj04.na1.hubspotlinks.com%2FCtc%2FW4%2B113%2Fd2GTLj04%2FVWZjmg7sbKRmW8WMYsW6tNqChW1CR2895bqBvdMfRflg3m2ndW7Y8-PT6lZ3mNW3hyqsH782VQ2V2Cx6943YLxLW4Thj5T3sT4lYW6clCgf5yTfqkW15YVy87nQyM8W7pJMDP32Z4rcN5w7ZBtZZCs4W3Y5nP-2lhLVSW6tGn8V8yQm3hVsl30T6bbZbqW54r2FT4JyKLRW2yJgdK7_XgyrW3M_MP_6xgPG2VyBhsJ7-lsf6W7j0kJR9jrRP5W6mhH4S7jZ20QW4MF5z267Y2jqW4__zTS89KJzTW8vN4Nc1Plv_ZW1gYXhw47ggWfW8Tsygw3Lz1lNW2-7LNM3cwMD4VZlmhR1NjFKYW5kq9_32jCq1wVWrL092PkW9LW1MJS9z2nNB3Hf1SHGTj04&data=05%7C02%7Cbstewart%40amcp.org%7Cd7ddf7f3211643afdbc708dc3f9a208f%7Ce726a39afe984575b850cbf5c971b322%7C0%7C0%7C638455178434808481%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=3KjO7Ye9Zqd0wyf1wu6plMRASRXagY3ImQUmtTVyKqE%3D&reserved=0

payment transmission available.

o Electronic payment functionality will be available for connection beginning
March 15.

o UHG expects to reestablish connectivity to the claims network and
software on March 18, restoring service through that week.

e AMCP sent a letter to HHS/CMS today. view the letter.

More on This Topic:

e HHS statement
¢ HPMS memo
e UnitedHealth Group update

For questions, please reach out to Vicky Jucelin.
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